RUSS WILLMS

With billions of dollars of revenue at stake, databases supporting e-businesses are
putting new demands on DBAs. Luckily, there’s a new class of super DBAs putting
Web skills to work to save the e-commerce day. Do you have what it takes?

CrAlG S. MULLINS

Internet usage is increasing at a rapid pace and infiltrating
every aspect of our lives. From online shopping to URLs dis-
played on TV commercials and billboards, the Internet is
truly everywhere. And the Internet is dramatically altering
the way we do business. It has created expectations for busi-
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nesses to be more connected, more available, and more use-
ful. The need to integrate the Web with traditional IT ser-
vices such as database management systems places height-
ened expectations on those who manage the databases and

keep them running — database administrators.
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Before DBAs can run, they've got to know how to walk. These skills
form the base from which more specialized eDBA skills can grow.

DATA MODELING AND DATABASE

DESIGN: the ability to create an
efficient physical database design from a
logical data model and application
specifications

METADATA MANAGEMENT AND

REPOSITORY USAGE: the ability to
collect, store, manage, and query data
about the data in the database

DATABASE SCHEMA CREATION

AND MANAGEMENT: the ability to
translate a physical database design into
an actual physical database implemen-
tation and to manage that database once
it has been implemented

PROCEDURAL SKILLS: the ability to

design, debug, implement,and
maintain stored procedures, triggers, and
user-defined functions that are stored in
the DBMS

CAPACITY PLANNING: the ability
o to predict growth based on applica-
tion and data usage patterns and to im-
plement the necessary database changes
to accommodate the growth

PERFORMANCE MANAGEMENT

AND TUNING: the ability to proac-
tively monitor the database environment
and to make changes to data structures,
SQL, application logic, or the DBMS sub-
system to optimize performance

SQL CODE REVIEWS AND WALK-

THROUGHS: the ability to under-
stand and review SQL and host language
programs and to recommend changes
for optimization

BACKUP AND RECOVERY: the abil-
ity to implement an appropriate

When your business is online, it never
closes. People expect full functionality on
Web sites they visit regardless of the time
of day. And the Web is worldwide. It may
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database backup and recovery strategy
based on data volatility and application
availability requirements

ENSURING DATA INTEGRITY: the

ability to design a database so that
only accurate and appropriate data is en-
tered and maintained

GENERAL DATABASE MANAGE-

MENT: knowledge of relational data-
base tenets and the ability to accurately
communicate them to others

DATA SECURITY AND DATA IN-

TEGRITY: the ability to implement a
rigorous security infrastructure for pro-
duction and test databases to ensure that
only authorized users have access to data

GENERAL SYSTEMS MANAGE-

MENT AND NETWORKING SKILLS:
the ability to integrate database adminis-
tration requirements and tasks with gen-
eral systems management requirements
and tasks

ERP AND BUSINESS KNOWLEDGE:

the ability to understand the re-
quirements of the application users and
to administer their databases to avoid in-
terruption of business.This includes un-
derstanding how any ERP packages im-
pact the business and how the databases
used by those packages differ from tradi-
tional relational databases

EXTENSIBLE DATA TYPE ADMINIS-

TRATION: the ability to understand,
implement, and administer any extended
data types implemented in the DBMS.

be two o’clock in the morning in New
York City, but it is always prime time
somewhere in the world. An e-business
must be available and operational 24

hours a day, 7 days a week, 365 days a
year. It must be prepared to engage with
customers at any time or risk losing busi-
ness to a company whose Web site is
more accessible. Those who manage an
e-business must be adept, proactive, and
ever vigilant.

As companies begin to transform
themselves into e-businesses, their ap-
plications will become complex, inte-
grated systems consisting of traditional
and legacy IT coupled with Web-based
technologies. A key component of these
applications will be access to and storage
of mission-critical data. And the most re-
liable, time-tested method of storing per-
sistent data is inside a database.

As good as today’s DBAs might be,
they will see their roles and skill require-
ments changing quickly. In fact, the Pa-
tricia Seybold Group estimated that a
Web browser initiated half of all database
queries in 1998, To meet the challenges
posed by tying database technology to
the Internet, you'll need to be more than
a standard DBA. You'll need to become
an eDBA, a database administrator ca-
pable of managing Web-based applica-
tions who understands the special chal-
lenges the Internet presents. Of course
an eDBA also needs all of the knowledge
and training of a traditional DBA (see
“14 Must-Have DBA Skills”). However,
eDBAs must also have a special skill set
that’s adapted to suit applications and
databases hooked to the Web.

Coupling the Internet with database
technology impacts many areas of the
DBA's job. An eDBA who's up to the chal-
lenges will have four key competencies.

<)

When you hook a database up to
the Web, data availability requirements
skyrocket. Users expect Web data to be
available whenever they happen to go
online. Of course, some go online early
in the morning to check news or traffic,
get directions, or check yesterday’s stock
prices. Others sign on late at night to
place stock trades to be executed the next
day, buy books and CDs, or do research
for tomorrow’s presentation. There is no
offline time.

eDBAs must understand that any
time the data in their databases is un-
available for any reason, it impacts the
business. If a customer tries to visit your
site but finds it inaccessible, the chance
that the customer will return diminishes.
Unavailable data decreases revenue, im-
pacts profitability, the company’s stock
price, future pay increases, and perhaps

Able to keep a Web site
functioning and availabl

e24X7.
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even job security.

Take the recent outages at eBay, for
example. As the leading auction site on
the Internet, eBay’s customers are both
the sellers and the buyers of items put
up for bid on its Web site. The com-
pany’s business model relies on the Web
as a mechanism for putting buyers in
touch with sellers. If buyers can not view
the items up for sale, the model ceases
to work. In June, eBay launched an over-
hauled, newly designed site. Around the
same time, they experienced outages on
their database server.

To resolve the problem, data had to
be restored. eBay customers could not
reliably access the site for several days.
Auction timeframes had to be extended.
Bids that might have been placed dur-
ing that timeframe were lost. eBay agreed
to refund all fees for all auctions on its
site during the time when its systems
were down. Some reports estimated that
this series of outages could impact quar-
terly profits by $3 to $5 million. This, in
turn, caused the stock to drop from a
high of $234 in April to the $130 range
in mid-July. eBay is a great site, a good
business model, and a fine example of
an e-business. But better planning and
preparation for “e-database administra-

tion” could have reduced the problems.

Data may become inaccessible for
many reasons. Anyone who has ever
surfed the Web knows that a page that
was available just five seconds ago can
suddenly produce that exasperating “Er-
ror- 404 requested information is un-
available” message. This message means
that the data is not available because of
an external problem (for example, the
ISP might have encountered problems
with its hardware, software, network, or
connectivity). There is nothing an eDBA
can do to prevent external problems
from occurring, but awareness of the po-
tential problem is crucial. Otherwise, you
could spend many hours searching for a
local database-related problem that
doesn’t exist.

Publishing your database data on the
Web brings added complexity to your
environment. And some of the factors
will be out of your immediate control
even if you are an eDBA. Consider the
number of technologies and connections
required for a Web-enabled database ap-
plication to function:

+ The DBMS resides on physical hard-
ware, which could be improperly con-
figured and tuned.

* The hardware requires an operating

system, which could be functioning sub-
optimally.

» The database schema used by the Web
application could be inefficient.

+ The Web application accesses data in
the database using SQL, either embed-
ded in a program or using a CLI. The
host language program, the SQL, or both
could be inefficient.

+ The application may need to access the
database via an internal network that
could be improperly configured.

* The internal network requires physical
hardware such as routers, hubs, switches,
and cables, any of which could be inef-
ficiently implemented.

* The Web application may rely upon
CGI or Java applets, which could be in-

" efficient.

* Domain name services (DNS) may be
inaccessible.
« Your ISP may be experiencing problems.
» Internet traffic may be heavy, causing
inordinate wait times to access your site.
Customers may just hit the STOP but-
ton and move on instead of waiting.
Although the first six issues can be
experienced by any database application,
the remaining issues are unique to Web-
based applications. The eDBA must
quickly troubleshoot internal systems
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and software to ensure that the problems
are not internal before investigating ex-
ternal causes of availability problems.
Every eDBA should be armed with
the appropriate tools to track down
problems, whether they are internal or
external. Network packet sniffers, re-
sponse-time measurement tools, and
transaction tracking tools can help. Ex-
amples include BMC Software’s Patrol
and Compuware Corp.s EcoScope. With-
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out these tools, tracking data availabil-
ity problems can be very difficult.

The eDBA pays special attention to
database backup and recovery. If data
needs to be recovered, it’s up to the eDBA
to ensure that a relevant backup is avail-
able. Although this is true for all database
applications, e-business applications have
high availability requirements. Because
of those requirements, eDBAs must use
hot backup technologies that enable data

to be online and available for query —
and even modification — during the
back-up. The recovery window must be
as small as possible to keep data available
for your 24 X7 Web site.

DB2 UDB for AIX supports high
availability through High Availability
Cluster Multi-Processing (HACMP), for
example. HACMP offers an efficient way
to guard against unplanned outages and
server downtime. Using HACMP for
AIX, you can configure your system for
standby availability so that downtime is
diminished. Benefits include guarding
against unplanned outages and server
downtime, a simple reconfiguration
process that makes the data and services
of a failed node available to clients as
transparently as possible, and fully auto-
matic detection and recovery — all use-
ful to eDBAs.

An eDBA needs to constantly moni-
tor the volatility of the data and tweak
backup and recovery plans so that back-
ups are taken at the appropriate time and
log files are available to recover to spe-
cific points in time, or up to the time of
failure. Some third-party tools that can
implement these procedures are Com-
puter Associates’ Recovery Analyzer and
BMC Software’s Recovery Manager. These
tools have additional functions that en-
able you to more quickly build efficient
recovery plans; and such utilities some-
times run faster than the traditional
database copy and recover utilities, re-
ducing the time required for any neces-
sary data recovery.

g %' Tackles performance engineer-

¢ ingin asingle bound.

If performance degrades to the
point that applications become unusable
(because customers won’t wait for the
screen to return), then the data is un-
available for all intents and purposes.
Performance engineering is critical for
Web-based database applications.

Many of the same factors that influ-
ence data availability also impact perfor-
mance issues. Proactive performance
management tools can be set up to mon-
itor Web server processes. A Web slow-
down can affect everything running on
the system — including non-Web work.
Using performance tools, an eDBA can
configure alerts to trigger agents that de-
tect resource usage problems and exe-
cute actions using other database and
systems management tools to correct the
problems.

For example, BMC Software offers
Patrol Knowledge Module for Internet
Servers, which provides built-in exper-
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tise and automated administrative con-
trol for the Internet server environment.
It provides proactive monitoring and
management of Web servers to ensure
peak availability and performance. In
conjunction with the Patrol Knowledge
Module for DB2, you can create an in-
tegrated performance management en- o HTTP
vironment that ensures high availability

of Web servers and DB2. Using Patrol, * FIP
you can manage your DB2 and Web per- * XML
formance from a single console. This
saves time by automating administrative
tasks, tracking availability metrics, and

With a complete set of Web-related skills, any DBA can be an eDBA. Here are
the technologies you'll need to master:

* Web development
tools, such as CGl

locating and correcting potential bot- e Java
tlenecks and problems.
With a Web-based application, the * TCP/IP

user population is very unpredictable. Fif- » Net.Data
teen vears ago, when most applications
were host-based, mainframe applications, * Web server operating systems

Frctr-fl:):;(?\i::: C;oi;rt(}:b!;r:;t ‘Lffrrte ;5311:; t‘o * Highly available storage technologies, such as RAID tools,
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the cause of the problem was somewhere and techniques for. making database changes and per-
form database tuning without impacting data availability

or someone inside the building. Ten or so
years ago, at the dawn of the client/server
age, things became more difficult. Because
client/server enables distributed plat-
forms, applications, data, and processing,
users were spread throughout many
buildings. The set of potential problem
causes increased. When a problem oc-
curred, you knew the culprit was some-
where or someone in the company. With
Web-enabled applications, the set of po-
tential problem causes increases yet again
— the best you can say is that the cause
of your performance problem is some-
where or someone in the world!

An eDBA needs to be able to moni-
tor the Web application and respond ac-
cordingly to performance problems. This
may include traditional application and
SQL performance monitoring and tun-
ing, but must also include tracking the
Web server, application, and data avail-
ability. You should be able to monitor
your entire system from one console,
which makes finding internal problems
easier so you can turn your eye to po-
tential external causes. You should also
be able to track performance statistics
for your Web server, ISP, and applica-
tions and have a mechanism to locate
and automatically correct as many er-
rors as possible over your complete IT
system, including your Internet servers.

Every DBA knows that as databases
are modified, they can become disorga-
nized. Running a reorganization utility
can resynchronize the data efficiently. An
eDBA will need to consider using utili-
ties that increase data availability, such
as an online reorganization utility, which
keeps the data accessible during the re-
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» Security metheods, including SSL, firewalls, database
security (DCL), and network/0OS security '

organization process.

As of DB2 for 0S/390 version 5, the
SHRLEVEL parameter has been added to
the REORG utility, keeping data available
during reorganization. As with SERLEVEL
in other DB2 utilities, the SHRLEVEL para-
meter controls the level of concurrent
data access permitted during a reorg. There
are three SHRLEVEL options for REORG:

1. SHRLEVEL NONE indicates that concur-
rent data reading is permitted while data
is being unloaded, but no access is per-
mitted during the RELOAD phase. This
is the default and the manner in which
REORG is executed for all versions of
DB2 prior to v.5.

2. SHRLEVEL REFERENCE indicates that
concurrent read access is permitted dur-
ing both the UNLOAD and RELOAD phases
of the REORG.

3. SHRLEVEL CHANGE indicates concurrent
read and write access is available through-
out most of the reorganization.

Both SHRLEVEL REFERENCE and SHRLEVEL
CHANGE require a shadow copy of the ob-
ject being reorganized, as do third-party
online REORG utilities from Computer
Associates and BMC Software. You will
require twice the amount of disk stor-
age to perform an online reorg, so you
must be careful to plan for the space and
make sure it’s available when reorganiz-
ing highly available Web databases.

Perhaps the most exciting advantage
of Web-based computing is that it can
be used to assist with its own manage-

ment. As more applications and tools
with Web interfaces become available,
the Web can be exploited for systems
management. IBM’s DB2 Web Control
Center, a Java version of the DB2 Uni-
versal Database Control Center, is a data-
base administration tool similar to the
original DB2 Control Center, but with a
more flexible network-centric adminis-
tration environment (see Figure 1,). (Note:
Control Center was recently extended to
manage DB2 on OS/390 as well as on
Unix, Windows and 0S/2). DB2’s Web
Control Center is implemented as a Java
applet that uses DB2’s JDBC support.
Web-based administration tools allow
an eDBA to manage Web-based appli-
cations from anywhere.

(\ 7 Masters application architecture

faster than a speeding bullet.

V¥ One of the most significant ways
the Web changes the application archi-
tecture used to access the database is
through the use of Java. Already one of
the most pervasive languages used on
the Web, Java is predicted to gain popu-
larity even more rapidly over the next
three years. Because applications archi-
tected for the Web are coded in Java, the
eDBA needs to understand how Java
works, how it is coded, how SQL is used
with it, and how it integrates to the Web.

But what is Java? First and foremost,
Java is an object-oriented programming
language. Developed by Sun Microsys-
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tems, Java was modeled after, and most
closely resembles, C++. But it requires a
smaller footprint and eliminates some
of the more complex features of C and
C++ (such as pointer management). Java
enables animation for and interaction
with the Web. Although Web interaction
is Java’s most touted feature, Java is a
fully functional programming language
that can be used for developing general-
purpose programs (even independent
from the Web). Using HTML, develop-
ers can run Java programs, called applets,
over the Web. But Java is a completely
different language from HTML and does
not replace HTML. Java applets are au-
tomatically downloaded and executed
by users as they surf the Web. The Web
browser runs the Java applet.

What makes Java special is that it was
designed to run on any platform, which
can mean reduced development and
maintenance costs, lower systems man-
agement costs, and more flexible hard-
ware and software configurations.

An eDBA must understand Java or
else will be incapable of application tun-
ing in a code walkthrough. All DBAs
know that you need to monitor not just
the SQL but also the host language code
(in this case Java) in which the SQL is
embedded to properly tune database
performance.

Although there are many benefits to
Java, there are also downsides. For exam-
ple, a Java program is coded and com-
piled into Java bytecodes to give it its
hardware independence. The hardware
requires a Java Virtual Machine (JVM) to
interpret the bytecodes for execution of
the program or a just-in-time (JIT)com-
piler, which interprets the bytecodes just
before they are executed, allowing the
code to run as machine language on the
destination platform. But Java is an in-
terpreted language — like BASIC —
which causes it to run more slowly than
a compiled, executable program.

eDBAs may encounter JavaBeans,
which are reusable object components.
Using JavaBeans, developers can assem-
ble object-oriented components into op-
erational applications more quickly than
they could by coding everything from
scratch. eDBAs need to be able to under-
stand how the applications were built and
how the performance of a JavaBean might
impact multiple applications, instead of
just one. Reusable components should be
tuned more stringently than programs
used only once within the system.

You can access databases with Java us-
ing either JDBC or SQL]J (DB2 supports
both standards). JDBC uses an API to
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enable Java to access relational databases.
Similar to ODBC, JDBC consists of a set
of classes and interfaces that can be used
to access relational data. Anyone famil-
iar with application programming and
ODBC (or any call-level interface) can
get up and running with JDBC very
quickly. SQLJ enables embedded static
SQL for Java programs, giving full sup-
port for all DML, DDL, DCL, commit/
rollback processing, and cursors. When
using SQLJ, you use a precompiler to re-
place the SQL with code to access the
database, after which you can compile the
Java program into bytecodes and BIND
the precompiler output into a package.

Furthermore, IBM provides Java sup-
port for stored procedures and user-
defined functions in DB2. Undoubtedly,
Java will be one of the most popular op-
tions for these features because of its
ability to automate Web processes.

An eDBA needs to understand Java
programming differences so that the ap-
propriate development procedures can
be implemented. Every eDBA knows that
the application logic, be it 3GL or SQL,
is the primary cause of most perfor-
mance problems. eDBAs must under-
stand Java and how SQL is used with
Java in order to achieve optimal perfor-
mance. As an eDBA, you also need to
understand the nuances of how Java is
executed so that an effective tuning strat-
egy can be achieved when Java, ]DBC,
and SQLJ are in the mix.

) Architects for different data types to

_ Y take Web content up

¥ Web-based applications require
database architectures different from
other applications. Web-based applica-
tions store more different types of data
than traditional IT applications do. Pic-
tures, maps, audio, and video are more
common on the Web, and users expect to
see them. But these types of data increase
the size of the database and require dif-
ferent storage mechanisms than do tra-
ditional numeric, character, and date/time
data types (see Figure 2, page 50). As data-
base size increases, manageability de-
creases. In other words, the bigger the
database, the more difficult it is to keep
the data available for efficient access.
You can use DB2 Universal Database
Extenders to enable your database ap-
plications to access data beyond the tra-
ditional numeric and character data
types. DB2 Extenders let you store im-
ages, video, voice, and complex docu-
ments in DB2 UDB databases, access
them using SQL, and manipulate them
with powerful functions. DB2 UDB sup-

port for data type Extenders is important
for Web-based applications because Web
surfers expect complex, multimedia con-
tent. A data type Extender consists of a
large object (LOB), a UDT to define the
structure of the LOB, UDFs to manipu-
late the data, and triggers to maintain
data integrity. DB2 UDB Extenders are
available for Unix, Windows, and OS/2,
and OS/390.

eDBAs must analyze the large object
data type requirements of Web-based ap-
plications. Planning for appropriate stor-
age and growth is of paramount impor-
tance. However, the eDBA needs to be
aware of how LOBs change the structure
of the databases being implemented.
When LOBs are used in DB2, additional
tablespaces are required for storing them,
which means more planning, implemen-
tation, and administration.

Furthermore, Web-based applications
frequently rely on triggers and stored pro-
cedures. Triggers and stored procedures
consist of program logic that the DBMS
manages. When code is stored in the data-
base, different administration practices
are required, including debugging, code
management, and change management.
eDBAs must be prepared to manage this
code but should interact with the appli-
cation developers to ensure the code is
written optimally and accurately.

eDBAs IN DEMAND
The Web has the potential to touch every
part of your business, so it would be im-
possible to summarize all the skills an
eDBA needs in a single article. Additional
concerns include:
+ Data security (data access, firewalls and
soon)
« Search engines (should you make your
data available and, if so, how?)
* Privacy (protecting confidential cus-
tomer information and transactions).
Mission-critical Web-based applica-
tions are increasingly popular because of
the business benefits they provide, in-
cluding rapid application development,
cross-platform deployment, and robust
access to data at any time, from any place.
Because these are such important bene-
fits, the number of e-businesses will con-
tinue to grow. And so will the demand
for the eDBA. ®

Craig S. Mullins is president and lead
consultant with CS Mullins & Associates, a firm
specializing in relational database technology
consulting, training, and research. He is also
the author of The DB2 Developer’s Guide
(Sams Publishing, 1997). You can reach him at
cmullins@compuserve.com.

FALL 1999



