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BANKING & FINANCE QUARTERLY

Financial institutions’ sensitive data requires careful archiving

Data retention is a significant aspect of
regulatory compliance. The need to retain
data is impacted not just
by highly visible regula-
tionslike Sarbanes-Oxley
and Basel TI, but also by
over 150 international,
federal and local laws
that govern data reten-
tion. Financial institu-
tions are particulaily im-
pacted by these laws, due
to the sensitive nature of DATA

the data with which the

are entrusted. y ARCHIVING
Given this regulatory

landscape, financial in- (RAIG S,

stitutions need to devel-

MULLINS
op plans forarchiving da- T
ta from operational data-
bases as their data retention requirements
expand. Many Bnancial institutions have
already begun working with experts to im-

plenient database archiving that will pro- |

tect theirinstitutions from potentially crip-
pling litigation and setilement costs.

LITIGIOUS SOCIETY

A recent survey of corporate counsel
found that the typical U.S. company faces
an average of 305 lawsuits and spends $12
million a year on litigation alone, not in-
cluding settlements or judgments.

Inthis technological age, manybusiness-
es have migrated to storing corporate data
purely electronically. As such, there has
been a strong focus on e-discovery, led by
the recent changes in the Federal Rules of
Civil Procedure. Companies understand
theimportance ofthis dataand the need to
preserve it, however, many are not proper-
ly retaining and securing structured data
for business andlegal protection.

There are typically three main require-
ments lawyers hope to meet when provid-
inglegal protection for their clients:

+ Guaranteeing all data is secured in its
authentic form.

+ Enswring easy access to data.

« Allowing the application of a “litigation
hold”toanydata— soitcan'tbedeleted be-
fore the trialis complete.

DROWNING IN DATA

Overcoming the challenges posed by
these requirements can be difficult be-
cause organizations are generatin_g, an.d
keeping more data now thanat any fime in
history. And, according to industry ana-
lysts, enterprise datais more than doubling
every year. Complicating matters, as much
as 80 percent of that data is not actively
used to conduct business.

Why are so much data being produced?
Advances in technology have better en-
abled the ability to capture and store data,
but technology alone cannot sufficiently
account for the current rate of data grovith.

Datais retained for both internal and ex-
ternal reasons. Today, organizations are
storing more data for longer periods of
time, in many cases to enable more in-
depth data analytics. But external reasons,
driven by the mandate to complyith legal
vernmental regulations also compel
to store additional data.
rining deta in operational data-
over long periods of time creates
problams — transactional performance
lems as data volumes expand and au-
that moust be

such, da-

anticity problems for da

DATABASE ARCHIVING
But what is database archiving? Data-
base archiving is the process of removing

selected data records from operational
databaseswhen theyarenotexpectedtobe
referenced again and placing them into an
archive data store where they can be re-
trieved if needed.

As simple as this may sound, there are
many significant challenges and require-
ments posed by database archiving. Per-
haps the most important consideration is
that archived data must be hardware and
software independent. When data reten-
tion requirements span decades, the pro-
duction system from which the data was
archived may no longer exist — at least not
inthe same form,and perhaps notatall. For
example, listening to music on an 8-trackis
virtually impossible today.

The archive also must be able to store a
large amount of data. As more data is
stored, more data is archived. Combining
this withlong mandated dataretention pe-
riods provides an explosive combination.

The archive must be able to manage da-
ta for verylong time periods. Many data re-
tention requirements are stated in
decades, so the archived data may outlive
the systems and the programmers that
generated them. And because data struc-
tures change over time, the archive must be
able to support multiple variations of the
data shruchure as it changes.

To support regulatory compliance, data
must remain unchanged once it is
archived. So the archive must be able to
protect against data modification. Only
“read” access should be available to the
archived data, and the data must be guar-
anteed tobeauthentic. Mechanisms to pre-
vent surreptitious modification are neces-
sary, too.

Finally the archive requires metadata to
be uszful: Metadata tags define the
archived data, the archive processes and
what is archived when. The archive must

beable to store multiple versions of the first
type of metadata. As the operational
schema changes, the archive must track
and function across these variations in
schema. The second type of metadata also
logs when data is actually archived. The fi-
nal type of metadata controls which datais
archived, when, and from where it was
archived. Multiple types of metadata are
needed for the archive to operate properly.

Taking all of these considerations into
account, a secure, durable archive data
store must be used to retain data that is no
longer needed for operational purposes,
and it must enable query retrieval of the
archived data in 2 meaningful format until
itis discarded. =]
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